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"Studies show that criminals steal 10 times more money 
in the average ATM robbery the average bank robbery,"  

~ Doug Johnson, Senior Vice President for the ABA. 
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Brief introduction to the 
ATM invention and early 

networking by Lloyd Bank.

Depiction of the shift from 
mechanical to more 

aggressive theft methods.
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TODAY

Highlight the emergence 
of skimming, malware, and 

a significant increase in 
ATM fraud cases.

Focus on the spread to 
regional institutions and 
new records in ATM theft 

losses.

ATM Robberies are now 
setting records in cases/
losses.  Over 24k annual 

incidents reported. 

Develop continuous 
innovation in ATM security 
(Physical & Fraud/Cyber),  

measures.

FRAUD/CYBER

PHYSICAL

Source:  ATMIA / ATM security association “Crime 
Trends”

CIT attacks

ATM service-related 
attacks on CIT or Service 

Staff.

ATM theft

The ATM is physically stolen, 
removed from its location.

smash & grab

Valuable media and/or 
components are stolen 

from the ATM. 

cash out

Withdrawal limits are 
eliminated or inflated to 

remove limits on how 
much cash can be 

withdrawn. 

transaction reversal fraud

The fraudulent theft of cash 
from an ATM during a 

transaction.  The account is 
not debited but reversed in 
such a way that the account 

is not depleted.

jackpotting

Cash is forced to be 
fraudulently dispensed by 

the ATM without any 
account being debited.

skimming & card data 
compromise

The compromise and 
theft of card data

cash trapping

Tools and techniques 
used to physically jam 

cash dispensed without 
the victim receiving or 

observing the cash.

card theft

The physical theft of a 
genuine card at an ATM, 

aka "card trapping”

RECOGNIZE THREATS

ASSESS YOUR FLEET

PLAN YOUR SECURITY REQUIREMENTS

MONITOR & TEST

"99%	of	all	cyber	threats	can	simply	be	mi5gated		
through	effec5ve	patch	management.”				

~	Safe	Systems

DEVELOP YOUR RESPONSE PLAN

cashview

My Checklist
Develop Daily/Weekly/monthly Audit Procedures. 
- Card Reader inspections for Suspicious  skimmer devices. 
- Penetration testing 
- patch reports 
- social engineering 
- security logs 
- Suspicious Activity Journal (Camera Test)

Secure your BIOS 
 - Only allow boot from the primary hard disk 
- Editing of bios settings must be password protected

Implement User Access Controls 
 - Establish central policy mgt w/ access controls & Monitor 
- Have an operational Password policy for all devices 

Ensure TLS Encrypted communications is enabled  
 - From the network  
 - To the ATM 

Establish & Test secure firewall connections 
- ATM Firewall must be configured to only allow known authorized incoming and 
outgoing connections necessary for your ATM environment 

Remove unused services & Applications from your operating environment.  
- implement zero-day protection for malicious attacks. 
- Ensure applications run in a locked down account w/ minimum privileges.  
- Disable auto play 
- Request/generate security logs

Establish a consistent OS Patching process

Deploy network authentication based hDD Encryption 

Secure sensitive areas with add’l alarm contacts and keypads for authorized 
personnel.

Add additional security by changing the standard MFG locks to a unique 
institutional lock.

Consider enhanced NFC & OTC electronic locks that you can use to  track 
detailed user activity.

Based on your physical environment consider add’l barrier solutions, 
(Bollards, Security Gates, Planters)

Implement Suspicious Activity protocols on your IP Camera Network & TEST!

Tie Alarm & Camera alerts to a physical “On Premise” siren / Strobe 

cashview

Ensure atm core has tpm module - would need to be physically verified.  The TPM stores 
encryption codes between ATM OS & XFS layers 
Lock down USB port access 

Keep ATM Software & firmware up to date with the latest “tested” patches 
and updates.  regularly monitor for security advisories and apply patches to 
mitigate risks.  

www.cashtrans.com800.262.7995

Disable EMV Fallback to Magstripe from network.  
Consider EFT Fraud Limits (ex. 3 Card Attempts then de-activate Card)  
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